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Welcome to the Password Recovery and
Account Confirmation Tool (PRACT)

This tool has been developed by the Department of Instructional and Informational Technology
(DIIT) to assist DOE end users with validating, securing and protecting their identity across
multiple DOE systems. Below you will find step by step instructions in order to validate your
Outlook email account. Once you have completed these steps, you may return to the PRACT tool at
anytime to reset your password and or update your personal information.

This guide will assist you with the following:

Except Accessing and confirming your Identity
in rare Accessing and changing your password

cases

Have your Employee ID number readys; it is listed as the Reference Number on your pay stub. This
number is not the same as your file number. If you do not know your Employee ID number or do
not have a copy of your pay stub, you may obtain this number by calling our HR Connect Service
Desk at (718) 935-4000.




A. Accessing and confirming your ldentity:

To confirm your identity, click on the following URL.: https://idm.nycenet.edu/selfservice

A.1. Enter your Last Name, Employee ID
number, and the last four digits of your Social
Security number.

Then click Submit

Department of

Edueation
DOE > User Acoess
Welcome to the Password Itecovery and Account Confirmation Toaol
Click hace for & stes-byatep guide to uring the tool

Enter the following information and click Submit

“ Last Hama [(CoE

* Employas 1N [1231567

_ Subie |
HOTE: Your Employas ID is nat the same ss your File Number or GI5 10

If you are not a DOE employes {i.e., you have not been issued an employee ID), please click here to
change your pass 5

I you R Eroutie 16QGInG I, pleane cBck NAre to obTain assmtance.

A.2. Information displayed on this screen, is
based on information provided above for the
DOE Outlook account associated with your
Employee 1D number.

If the email address is correct,;and continue to
step A.2.a.ii on page 2. v—l

Click here

If this is not your email account;and continué
to step A.2.b. on page 3.

Click here
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TALE

DOE » Usert Aseons

The information provided matches the following Dutlook email account. Please confirm that this is your
account:

Email [ JDoe@Schools.nyc.gov

[ s0he Initials: [
[Goascin

[Felp Deak Sarvcen

58

location s f wou the « 2
rsonal information, you will need to use Internet Explorer 5.0 or higher.

note that to updal

rrect account, click here.
If not, chck hars.

A.2.a. Email Account Information Is Correct:

A.2.a.i. Enter your DOE password and

Then click submit

If you do not remember your DOE password,
enter the required information and someone
will contact you within 48 hours.

Click here to proceed to

step A.2.a.iv on page 3.
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Doewen &1 Wisiof. Chassceiin

DOE » Authenbcale User

at this is your accaunt by enterng the password and chicking Submit.



https://idm.nycenet.edu/selfservice

A.2.a.ii. After your account has been
validated, the DOE Internet Acceptable Use
Policy displays. Review and accept the policy.

Then click Submit

Department of
Education
s . WL Chncer

DOE » Accept IAUF Policy

Scroll to the
bottom, before
checking the

box to accept.

In order 1o use @ DOE Sccourl you must SCCepl e Inemet Acceptable Uise Folicy

uae 5f the Departmentts
onal purpose® inciudes use of the M

F 1accept ine powcy. | Subime

A.2.a.iii. Finish confirming your account by
selecting a new password that meets the DOE
requirements for length and character use.

Enter a new password twice once in each field.

E’hen click submit L

Dopartmont of
Education
DOE » Pa

iwnd Pt

Your DOE Lagen i JSmith?2, Glesse select 3 naw passwerd:

The new password you select will now be your
password for Web Applications such as ARIS,
DOE Email etc...

Passwords must adhers to the DOE'S minimum passwerd policy. a3 detailed balow:
An example for & Comples password is oW ork 2807,
Password Policy
& Pamwonuds nd reaed 0 b st minurn B e st rg
+  Passwords are requred o be complex
A

PasTwOrt Can CONLaN any of the foliowing 4 charactor typos
1, Capital Laters (ADED)

e, §l e

Success!

This comlecount Confirmation

Process. Please allow 15 minutes before using
your new password.

In the meantime, you can I——

click here to update your
directory information,
such as your phone
number, Title, etc...

[Then click close

T N——

=
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s 1 T Chancety

DOF » Sucxarss

Tou have successfully confirmed account, i i ! ick here. When you
central\jsmith with your logon
nformation at this time you will need to use Microsoft Intemat
orer 5.0 or later.

ARIS Users: Please wait 72 hours before attempting to log in to ARIS.

/ﬁl




A.2.a.iv. If you do not know your password,
simply complete this form and an associate with
our Security Identity Management team will
contact you within 48 hrs of receipt.

Note: Once you click on submit, an incident
number will be created and emailed to you via

the email address you provided. [ Submit

*An incident number is a number associated
with all requests for assistance.

A.2.b. Account Information is Not Correct:

A.2.b.i. If you indicated in step A.2. that your
account information is incorrect, you will be
taken to a screen that allows you to search for

your correct account.

By

EDOE Outlook Logon

You now have a choice to search by your DOE
Outlook Logon or your last and first names
where prompted.

\/
E_ast and First Name J/

Department of
Education
ivares B W, Cramcues

[ 3 Account Senrch

If yeu know yeur logon, enter it below and chick Find by Logan. If your email id is "JSmith@schools.rye.gov’
L)

e your logon would be JSmith.
\ “Logon:
Find by Logon

1f you do not know your kegon, enter your last name and click Find by Name. You can refine the search by

including your first name,
/ “Last Namsa First Nama
Find by Name |

NOTE: If you have trouble locabing your account, bry leaving the First Name field blank. If you stil cannot
find your account, chck hare.

A.2.b.ii. If you entered your Outlook logon,

click Find by Logon. Find by Logon

If you entered your name, click Find by Name.
Find by Name

The system shows a list of accounts matching
your search criteria. Select the account you

believe to be yours and click Submit
Submit |.

Department of

“Logon

If your account is not in the list, click here
where directed and go back to step A.2.a.iv.

Click Here

Find by Logan
AR e i S i KA e Wi i i i i it
i feat rlame
“Last Nomno: [smean Frgst Hame: |nnn
Find by Name I
Setact e il Lacaton rote Togmn
c Srmith Jubimon B el Marsage duhinisonS
—— T Srith Jahn Mraaklyn AN Tesr 1St S
|
..... 0 tha Ficat Mama hetd Blandc. 11 you bl cannot

MOTE: If you have trouble loc
find your sccount, i are




A.2.b.iii. Verify the account information that
displays:

If the email address is correct, click here and go
back to step A.2.a. on page 1.

Click Here

If this is not your email account, click here
where directed and go back to step A.2.b.i. to

continue.
Click Here _L_

After you complete the process of locating your
account, again, there is a waiting period for
your account to synchronize, typically 24 hours.

i Departmaent of
NYC ==

£ User Access

The information provided matches the following Guticok email account. Please confirm that this is your
aecount:

Email

|J Smith72@schools.nyc.gov

[3onn Intiate: [
[Sman Jabn

To contem T ontinue, chck hers
To go back and select & different accounr-:-m:

B. Accessing and changing your password:

Once you have confirmed your identity, you may return to this link https://idm.nycenet.edu/selfservice at any time to reset your

password.

Note: You may want to add this link to your favorites for quick access as needed.

B.1. If you are a DOE employee, enter your
Last Name, Employee ID number, and the last
four digits of your Social Security number.

Then click Submit%
Continue to the next step.

If you are not a DOE employee (i.e., you have
not been issued an employee ID) , and
continue to step B.2.b.i on page 5.

A 4

o
Click here

e =

& * Usor Accose

Welcome to the Password Recovery and Account Confirmation Toaol

Lt B Falovwn,

NOTE: Your Employes ID is not the same as your File Number or EIS 1D,

I you are not & DOE employes (Le., you Bave 0ot been ssued an e
changn your passwerd.

Ton i, plesss chok hare to obtain

B.2. After your account has been validated, the
DOE Internet Acceptable Use Policy displays.

Review and accept the policy.l

Then click Submit

Department of
Eﬂne-tlnn

Scroll to the
bottom, before
checking the

box to accept.

DOE > Accopt IALIF Policy

& 2 DOF arcount. ou Mmust arcept tha Intemat Ancentabls Liss Palicy

11 dowe o cead the cosplete policy text befese clickisg *

1 accept the pokcy.



https://idm.nycenet.edu/selfservice

B.2.a.i Complete the process by selecting a
new password that meets the DOE requirements
for length and character use.

First enter a new password in the new password

field. New Password

Re-enter the password in the confirm password
s

field. Confirm Password

[Then click SubmitT

The new password you select will now be your
password for Web Applications such as ARIS,
DOE Email etc...

"5 minimum password policy, as detailed below:

Tor & complex pasaword is “Newvorki 2007,

Password Policy

+  Passwords are required o be at minimum B characters ong
*  Passwords are required o be complex
= A pswword Con contain sy OF e followieg 4 Charecter types
1, Capital Lattors (ABCO)
2. Lower case lottors (abod)
3. Numbers (1234)
4, Morval AT ERAFRERECS (X G, 18 )
= The NYC Departmont of Education REQUIRES that a complox password
contain charactons from a3 of the charac ter typos Istod above.
= our paseword cannat contain your last name, first name o logan 10

Success!

This completes the Account Confirmation
Process. Please allow 15 minutes before using
your new password.

Department of
Education

m\..\
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DOE » Succass

You have successfully confirmed your account. To update your directory mformation, chok hars, When you
check here you will b prompted to enter your credentials, for example, central\jsmith with you logon
password. If you wish o update your infarmation at this time you will need o use Microsaft Intemat

Explorer 5.0 or laber.

ARIS Users: You can now access ARIS by chcking here,

[oess]

B.2.b.i Enter the domain, account, old and
new password, and confirm the new
password.

Then click OK

Internet Service Manager

for Imternet Information Server 6.0

Domain Central |
Account
Old password

Hew password

Confirm new password sssssesssa|

SNC= | i (e

The Domain is
CENTRAL




Success! e

—

This completes the Account Confirmation
Process. Please allow 15 minutes before using
your new password.

If you need further assistance, you can the
Online Service Desk website at
http://servicecenter.nycenet.edu/selfsupport/logi

n.asp or contact the Service Desk at (718)935-
5100.

Internet Service Manager

for Internet Information Server 6.0

Password successfully changed.

Close this window!
Launch OWA



http://servicecenter.nycenet.edu/selfsupport/login.asp
http://servicecenter.nycenet.edu/selfsupport/login.asp

