
 
 

INSTRUCTIONS FOR USING WEBCONNECT TO ACCESS MAINFRAME 

COMPUTER APPLICATIONS ON A NON DOE NETWORK 
 

Step by step instructions for accessing mainframe applications from outside of the DOE network over the web.   

 

Mainframe applications such as (ATS, EIS, CAP, etc…) will now be accessed using your web browser, instead of the 

IBM Personal Communications software “PCOMM 3270 software”  application on your PC.  

 

The look and feel is almost identical to what you have grown accustomed to.  One of the main changes is the “Red Enter” 

key.  Instead of pressing “Right Ctrl” (Red Enter) to execute a command, you will now be pressing the regular “Enter” 

key. 

 

Requirements for WebConnect:   

 

• Windows XP or Windows 7 with IE 6, or higher – most if not all PCs in the DOE will have this.  If not, please 

call the Service Desk at (718) 935-5100 to have it installed. 

• Java 1.6.x – Java must be installed on your computer in order for the WebConnect application to function 

properly. If you do not have Java installed, you can download it from the Download option on the OpenConnect 

main menu (Figures 7a and 7b) or by visiting the website http://www.java.com/en/download/index.jsp . 

• Juniper Network Setup Client 2.1.x. 

 

Important Note: 

 

• The Pop-up blocker on your browser should be disabled for the WebConnect application to function properly.  

• If you are having problems logging in and haven’t changed your password within the last 30 days, you can reset 

your password by going to this URL: https://idm.nycenet.edu/selfservice/Login.do.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Instructions 
 

 

Windows XP 
 

Windows 7 
 

Logging In: 

 
To access WebConnect, open your 

browser and enter the following 

URL in the address bar (the field 

indicated by the red arrow): 

https://schools.ra.nyc.gov. You will 

be presented with a ‘Welcome to 

the Secure Access SSL VPN’ 
screen shown in Figures 1a and 1b. 

 

Enter your email address in the user 

name field.  

(i.e. Jdoe@schools.nyc.gov)   

Enter your email password in the 

password field. Click ‘Sign In’.  

 

If you do not have a DOE email 

account, please call the Service Desk 

at (718) 935-5100 to have one 

created.   

 

If you do not have Juniper Client 

installed, you will be prompted with 

the ‘Internet Explorer – Security 

Warning’ screen shown in Figures 

2a and 2b. 

 

If you have Juniper Client installed, 

skip ahead to Figures 4a and 4b.  

 

Figure 1a 

 

Figure 1b 

 

 

The ‘Internet Explorer – Security 

Warning’ screen is alerting you 

Juniper Client is required and will 

run in order to use the WebConnect 

application.  

Windows XP users: Click ‘Install’. 

You will be presented with the 

‘Setup Control – Warning’ screen 

shown in Figure 3a. 

Windows 7 users: Click ‘Run’. You 

will be presented with the ‘Setup 

Control – Warning’ screen shown 

in Figure 3b.  

Figure 2a 

 

Figure 2b 

 

 
The ‘Setup Control – Warning’ 

screen will ask you if you want to 

install software from the specified 

location. Click ‘Always’ to permit 

this procedure.  

 

You will be presented with the 

‘Juniper Networks’ screen shown 

in Figures 4a and 4b. 

 

 

Figure 3a 

 

Figure 3b 

 



 
Click WebConnect. You will be 

presented with the ‘Warning – 

Security’ screen shown in Figures 

5a and 5b. 

Figure 4a 

 
 

Figure 4b 

 

 
The ‘Warning – Security’ screen is 

alerting you whether or not the site’s 

certificate is verified.  

 

Windows XP users: Click 

‘Always’. This will prevent this 

screen from appearing during future 

logins. You will be presented with 

the ‘Password Needed – 

Networking’ screen shown in 

Figure 6a. 

 

Windows 7 users: Click ‘Yes’. You 

will be presented with the 

‘Windows - Security’ screen shown 

in Figure 6b. 

 
Note: Clicking on the checkbox 

beside ‘Always trust content from 

publisher’ will prevent this screen 

from appearing during future logins.  

 

Figure 5a 

 

Figure 5b 

 

 

Enter your email user name and 

password in the fields provided.  

 

Windows XP users: Click ‘Yes’. 

You will be presented with the 

‘OpenConnect’ screen shown in 

Figure 7a.  

 

Windows 7 users: Click ‘OK’. You 

will be presented with the 

‘OpenConnect’ screen shown in 

Figure 7b. 

 

Note: Clicking on the checkbox 

beside ‘Remember my credentials’ 

will save you the time of entering 

your credentials during future 

logins. 

 

Figure 6a 

 

Figure 6b 

 



 

Click on the “3270-DOE 

USSMSG10” icon. This will load 

the WebConnect Applet.  

Windows XP users: You will be 

presented with the ‘Warning – 

Security’ screen shown in Figure 8. 

Windows 7 users: You will be 

presented with a small 

‘OpenConnect’ window at the 

bottom right corner of your screen as 

shown in Figure 10b. 

Figure 7a 

 

Figure 7b 

 

 

The ‘Warning – Security’ screen is 

alerting you whether or not the site’s 

certificate is verified. Click ‘Yes’. 

You will be presented with an 

additional ‘Warning-Security’ 

screen shown in Figure 9. 

 

Note: Clicking on the checkbox 

beside ‘Always trust content from 

publisher’ will prevent this screen 

from appearing during future logins.  

 

Figures 8

 
 

 

This step does not apply to Windows 7 users. 

 

The ‘Warning – Security’ screen is 

alerting you whether or not the site’s 

signature is verified. Click ‘Run’. 

You will be presented with a small 

‘WebConnect Client’ window at 

the bottom right corner of your 

screen as shown in Figure 10a. 

 

Note: Clicking on the checkbox 

beside ‘Always trust content from 

publisher’ will prevent this screen 

from appearing during future logins. 

 

Figure 9 

 
 

 

This step does not apply to Windows 7 users. 

 

The WebConnect Applet screen 

must remain open while working in 

the WebConnect application. 

Closing it will cause WebConnect to 

disconnect.  

 

After a few seconds, you will be 

presented with a window titled 

‘TN3270 USS’ and a mainframe 

session will appear as shown in 

Figures 11a and 11b. 

Figure 10a 

 

Figure 10b 

 



 

Login as you normally would to 

access the mainframe applications.  

 

Note: Remember the regular Enter 

Key will now be used instead of the 

Right/Ctrl or Red Enter Key.   

 

Upon completion of your work, you 

can simply close out the windows by 

clicking on the ‘X’ in the upper right 

hand corner.   

 

If you have any problems please 

call the Service Desk (718) 935-

5100 for further assistance. 
 

Figure 11a 

 

Figure 11b 

 

 


