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Introduction

Welcome to the NYCDOE Mobile Computing Wireless Program. Please be advised
that while the Wireless Network may be up and operational in your building, you
will need to follow the basic steps in this guide to connect and take full
advantage of the Wireless Network. The guide will also help you to identify the
wireless network components in the event that assistance is needed.

How to identify the Wireless LAN components

In order to utilize the wireless network at your school we must first start by
identifying that you have the necessary wireless LAN components present in your
building and on your laptop. The first component is a wireless AP (Access Point),
which is what provides you connectivity to the school network without wires
through the transmission of radio signals similar to a “walkie-talkie”. The second
component is the wireless network adaptor on your PC, laptop, or tablet, which
allows your machine to communicate on the same frequency or “channel” with
the wireless AP. Both of these components need to be operational in order for
you to communicate on the wireless network. The following steps will guide you

through how to identify the wireless components.

How to identify wireless AP equipment

Wireless Access Points are generally
deployed in classrooms and other
instructional areas. If you are in an
office, you generally do not have
wireless coverage unless it is provided
by a nearby instructional area. Please
check several instructional rooms to
determine whether your building has
completed wireless integration.

If you cannot locate this enclosure as pictured, there is a possibility that the room
you are in does not have wireless coverage or may be covered by an AP from
another classroom. Please contact your Principal or Technology coordinator in
your school to review the wireless closeout package which contains a list of rooms
with wireless access in your building. You may also contact the NYCDOE Help
Desk at 718-935-5100 to confirm wireless network coverage.



How to determine if the wireless equipment is
operational

When an Access Point is operational
and functioning correctly, the middle
light is flashing green or steady
green. Flashing green indicates that
the device is working but has no
current wireless connections while
steady green indicates a connection.
To the right is a picture of a working
AP.
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indicate a malfunctioning AP and a
support ticket should be created
with the Help Desk. To the right is

a picture of a faulty AP.
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If there are no lights on the Access Point, there are several
possibilities, which must be verified prior to contacting the Help
Desk.

woron

- The Access Point is unplugged from the wall jack
- The Access Point is malfunctioning and requires service
- The wireless installation has not been completed by the integrator

Please contact the Help Desk at 718-935-5100 or online at

for assistance or to
begln the process of creatlng a support ticket.



How to determine the type of wireless network
adapter that is installed on your machine

In order to connect to the wireless network, you will need to determine
if your wireless network interface card is installed properly on your
laptop. Please follow the instructions in this section based on the type of
system and operating system level you have installed on your computer,
laptop or tablet.

Windows 2000

1.  To locate the wireless network interface card on your Windows
2000 machine, click on the “Start” button and a menu will appear
on your screen. Move the mouse over towards “Settings” which
will cause another menu to appear on your screen detailing other
specific functions. Click once on "Control Panel” and a new
window will appear on the screen

S Lstomians the sppaaance of your desitop and configues
S copader

S3OAUB uwm




2. Within the control panel, there is a function called “Network
Connections”. Double click on this icon and a new window will

appear.

3. Asyou can see within the "Network Connections” window,
there is a list of network adapters. If you see an adapter with
the name “Wireless” in the description, then you have a
wireless network interface card installed on your laptop.




3. Cont. - Next, locate the description of your wireless card as it is
stated in the "Network Connections” panel. In this example, the
wireless card is a Dell Wireless WLAN 1450.

The matrix below provides you the name of the utility that you should
use to configure the wireless network adapter in your machine. To
read the matrix, first identify your Laptop platform. This laptop will
use the Dell WLAN 1450 Wireless LAN Utility. (Go to page 12 and
follow the instructions to get connected).

Matrix for Wireless Network Adapter and Configuration Utility

Platform Types Wireless Cards Utility Used

Dell Latitude D510 Intel PROset 2915, ABG INTEL PROset V10
HP Tablet 2400 Intel PRoset 2200 ,BG INTEL PROset V10
IBM X41 Intel PROset 2915 ABG INTEL PROset V10
Motion Computing Intel PROset 2200, BG INTEL PROset V10
Tablet PC LE 1600

Dell Latitude 710M Intel PROset 2915, ABG INTEL PROset V10
Dell Latitude D600 True Mobile 1300, BG DELL WLAN Utility
DELL Latitude D505 True Mobile 1450, BG DELL WLAN Utility
DELL Latitude True Mobile 1150, BG DELL WLAN Utility

Intel PROset Utility V10

WLAN Utility Desktop Icon




Windows XP

1. To locate the wireless network interface card on your

Windows XP machine, the first step is to click once on the
“Start” button and a menu will appear on your screen.
Depending on how you have the “"Start” menu setup, there
are two ways to locate the "Control Panel”. Note: If the
"Start” menu looks similar to the first picture below, then
continue with the instructions in Step A. However, if the

"Start” menu does not resemble the image in step A, then
please continue on to Step B.

a. Now move the mouse over towards the function that
says "Settings” and then another menu will appear
on your screen detailing other specific functions. Click
once where it says “"Control Panel” and a new
window will appear on the screen.




b. Click on the "Start” button once and move the mouse over
towards the function that says “Control Panel”. Click on it
once and a new window will appear on your screen.

Within the control panel, there is a function called *"Network

2. i
Connections”. Double click on this icon and a new window will
appear.
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3 As you can see within the Network Connections window,
there is a list of network adapters. If you see an adapter
with the name “Wireless” in the description, then you have
a wireless network interface card installed on your laptop.
(Go to page 12 and follow the instructions to get
connected.)

Please also refer to the Matrix for Wireless Adapter and
Configuration Utility on page 5.
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MACOS 9.x

1. To determine if there is a wireless network interface card on
your laptop, click once on the symbol of an apple which is
located on the top left hand corner of your screen.

Apple lcon !a File Edit Help
as Folders
v+ as Packages
as ltems

2. On the drop down menu, if you see the program that says
“Airport’, then you have a wireless card installed on your
device.

File Edit Yiew Help
About Extensions Manager

—=% airrorc

) Apple DVD Player

&0 Apple System Profiler
Calculator

= Chooser

5 Control Panels

[, Favorites »
Key Caps

EE Network Browser

Eff Remote Access Status
Scrapbook

& Sherlock 2

B Speakable Items 4
P Stickies




3. Once all this has been verified, the next step is to verify if the
“network adapter driver” Orinoco software is installed. (This
software is necessary for wireless connection.)

a.  Once again, click on the “apple” icon and within the
drop down menu move the mouse over towards the
function that says “Control Panel”. Another menu will
appear towards the right and if the software has been
installed, you should see the name “Orinoco” in that
menu.

b.  If within the menu you do not see the name “Orinoco”,

then open a ticket and request the drivers be installed by
a regional tech. (Go to page 12 and follow the instructions
fo get connected)

Bl e Edit_view window Special _Help
About This Computer

= AirPort
Apple DVD Player
&) Appl y

&0 Apple System Profiler
Calculator
S Chooser

0 al P e Appearance

Favorites > Apple Menu Options
Key Caps AppleTalk
EE Network Browser Colorsyhc
Eif Remote Access Status cong olsuan
= Date &Time
5] scrapbook DialAssist
& Sherlock 2 Energy Saver
@ Speakable Items »| Extensions Manager
@ stickies File Exchange

File Sharing

File Synchronization
General Controls
Internet

Keyboard

Launcher

Location Manager
Memory

Madem Orinoco Software
Monitors

Mouse

Multiple Users
Norton Antivirus
Numbers
ORINOCO™

QuickTime™ Settings
Remote Access
Software Update
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MAC OSs 10.x

1. To determine if your machine has a wireless network interface
card installed, look on the toolbar towards the right hand
corner of your screen. If you see the Airport Utility device, then
your machine has a wireless network interface card installed.
(Go to page 12 to get connected)

Airport Utility Icon

@ finder file fdn View Co Window Help

@ 4l @ wed 33
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How do I get connected ?

In order to connect the wireless device to the wireless network, you will need to
perform configuration of your wireless network adapter or it will not connect. Each
school has been assigned a specific "Network Name” (SSID) and “Network
Password” (WEP Key). These are essential as the network does not allow for
automatic discovery of available networks to prevent unauthorized network access.
The WEP key and SSID can be obtained through the online request form
http://hdreports.nycenet.edu/WEP/wep.asp or by calling the help desk. New
installations should contact the Help Desk in order to ensure the network load is
distributed properly and optimized for performance.

Wireless Client Configuration

i.  The Division of Instructional and Information Technology has developed a
Wireless Client Configuration Manual to assist you with the configuration of
your network adapter. It is available upon request through the Help Desk.
This document contains connectivity instructions for several of the most
common wireless Clients.

ii.  Things to consider prior to adding new wireless clients to the network.

1. While you may have already been provided with a Username (SSID) and
Password (WEP Key), it is important to contact the Help Desk to inform
them of how many new laptops are being added.

2. The network is segmented into 10 logical groups which allow
connectivity at higher speeds. If all laptops are allocated into the same
logical group, you will experience significant loss of speed to the
network. Please contact the Help Desk for assistance in allocating your
laptops among these logical groups.

ii. After you have configured your computer to connect to the wireless network,
the last item that needs to be verified is the proxy settings on your web
browser.

Internet Explorer 5.x/6.x Configuration (windows 2000/xv)

1. Open Internet
explorer and click
on “Tools” on the
menu bar. Scroll
down to the
functions tab that

says “Internet

Options” and click

to open.




Internet Explorer 5.x/6.x Proxy Configuration (Windows
2000/XP) Cont.

2. From the Internet Options window, click on the "Connections”
tab then click where it says "LAN Settings”.

rrrm— 1| 3. Click on the box that says “"Use
o ettt e | | | Automatic Configuration Script”

o b G Mewdtn, (] so that you can type in the proxy
e setting as shown below:
L |
| Then click on the “OK” tab. In the
S Internet Options window click the
15 s sl 4 (rcmcion

I hbsturwn srenmstro et oot “OK" tab button again for the settings
Waciaighon to take affect.

e
S ey L e < “LAN Settings”
— Tab
B Fuw | S|
0
~Autorrati zonfigurasion
G s el 4. To see if you can connect tq the
I ooyt st internet, in the “Address” field of
¥ U atometc confgrtin st your browser type the following web
s [P floroxy.nyche. ngoony 200 address: http://www.nyc.gov_or
http:/ /www.cnn.com and click on
Prosyserer > 5
F tmepons the “Go"” button or just hit the Enter
KB 3 proxy Server
Wl e [ key on your keyb.oarq. .S‘ucce'ssfu/
N completion of this will result in the
- loading of the desired page.
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Internet Explorer 5.x/6.x Proxy Configuration (MAC OS 9.x
Computers)

1 Open up Internet Explorer.

2. Select on ” Edit” then go to “Preferences” on the
menu bar.

3. On the left Tab scroll down to “"Network “ then to
n Proxyll'

4, Check the "Web Proxy” box and the “Bypass Web
Proxy for FTP” box (only these options should be
enabled on this properties page).

5 Click on the “Settings” button next to the “Web
Proxy” field.

6. In the “Address” field type in “Proxy” in the “Port”
field, type in "8002".

7. After entering the proper Proxy, you should have a
web page.

" @ File Edit View Go Favorites Tools Window Help 9:44AM | & Internet Explorer
Home Page-New York Gity Board of Education, ...

Back  Forward  Stop  Refresh  Home © AuloFill Print raait =
2 http:/ /ey censt edu/

ater Apple Support Apple Sto FSH=— () Difioe for-Haointost— (=) Internet Explorsr

internet Explorer Preferenc B
o e If you are sccessing the Inter net fram a private netiwork, you can set
gateways to allow | nternet access. Contact your network manager for
O Security mare information. Note: Theae settings re shared vith other
&R o applications through | nternet Canig.
© Ratings Use Proxy Servers
© Advanced [ web Proxy:  [oroxy 1(Csettings... ] (S
> Forms AutoFill [ use web Proxy for al| = Web Proxy Settings.
© Forms AutoComplete |4 Bypass Web Proxy for FTP.
isasig i e I —
< Receiving Files - 16
© Downlasd Optiens Lireitproxy: [ | port: [00Z
| | o Fite Hetoers [ Gopher Proxy: Method:
ook
SRt List the sites you want to connect to d Userfame: ]
i eteack selabuve, Puld spave ur voning bekw 4
© Protacol Helpers e
© Proxies [ Use proxy for local servers
Q Site Passwords
| it
@
Profiles
Keyword Searcly search
Sofges Use our Keyword —— (Gal
i) S T
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Internet Explorer 5.x/6.x Proxy Configuration (MAC OS 10.x)

1. Open up “Internet Explorer”.

2. Select “Preferences” tab and hit enter.
Wiw dn View Co Fawoeies Toow ‘Wiedow iekn gl'ﬂ--m(\l
e e
| servees v f - — n
::;,.";," \*:: [T Tl Ll ey T T ==
g
g Qua Lapigres =0

e A

e iy

3. On the left Tab scroll down to "Network ” then to “Proxies”.
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4. Click on the “Settings” button next to the “Web Proxy’ field. In
the “Address” field type in “Proxy” and in the “Port” field, type
in “8002".

Web Proxy Settings

BTNOTK, YOU CaSOT [
addgress: froal ] network manager =
@ A harcd with ather
Q Port: 8002 L_
Q r —
Method: ' Normal .B -
@ Subscriptig = Search Ta
@ lva User Name:
@ intarface B Password: = ISN my hom]
@ y [ Use proxy for local servers b (" Setungs
b d r .\
° I [ Settings.
=) ed (ﬂ) & i Sattings
Ve U LT PECT TO TRt b esig L proes
e oomplete set above. Put a space or comma between each site
N SIGNT

\

2 Cancel oK

HIGHLIGHTS
-Which cars are worth

ik oub birscion e

Ad Feedback

5. After entering the correct proxy setting, click on “OK” to apply
the changes. Click *OK” once more and you should be back
at the initial screen. To see if you can connect to the Internet,
type the following web address: http://www.nyc.gov or
http://www.cnn.com in the “Address” field and click on
the “"GO” button or just hit the “Enter” key on your
keyboard. Successful completion of this will result in the
loading of the desired page.
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Netscape 4.x/6.x Configuration for (MAC)

1. Double click on the Netscape icon.

2. From the menu bar click where it says “Edit” and a drop
down menu will appear.

3. Then scroll down to where it says “"Preferences” and click
on it.

a @ File JR04 View Search Go Bookmarks Tasks Help 952AM | JE Netscape 6
Home Page-New York City Board of Education, nyc boe, public schools, schools - Netscape 6

() L[ http:/fwww nycenet.edu/ Search |

Category s _ —

~ Appearance

Fonts [ When Havigator starts up, display

Golors X

Themes GBlank page
' Navigator

H

History ®itomo Nge, .

Languages. @ Last page visited

Helper Applicsti o

Smart Browsing [ Home Page

ARERAE Sl Clisking the Home button takes you to this page.
D Composer

D Mail and Newsgroups Location: ‘htte://www.nvcenet.ed! l
D Instant Messenger
P Use CurrentPage

(J Always check when I drag an address to the Home button

 Toolbars
Select the buttons you want to see in the toolbars.
O Bookmarks
@eo

A Horne
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4, Scroll down until you see the word “Advance” and expand it by
clicking on it once.

0 @ File 2T view Search Go Tasks Help 9:51 AM | JE Netscape 6
Home Page-New York City Board of Education, nyc boe, public schools, schools - Netscape 6

b Appearance
b Navigator
D Composer
D Mail and Newsgroups A network proxy provides additional security between your
D Instant Messenger computer and the Internet. Proxies can also increase performance
between multiple networks, by using caches to reducs traffic,

< advanced

Cookies O Direct cannection to the Internet

Images @ Manual proxy cenfiguration
Forms

FTP Proxy: +
Passwords ’ Gelin
Cache HPRroms [ o [T
Proxies

Software Installation Sehiprosy: porti [1
SOCKS Host: '— Port: I”_

No Proxy for: |

- Configure Proxies to Access the Internet

Example: .yourcompany.cam, yourcompany.c...
® Automatic proxy configuration URL:

http://proxy.nychoe .org/proxy pac {Beioad |

(o) ()

Businessa Techa Funa Interacta

5. Click where it says “"Proxies” and you will see a section that
says "Automatic Proxy Configuration URL". Click on that
section and type the following:
http:/ /proxy.nycboe.org/proxy.pac in the corresponding
field. Click *OK” to apply the settings. To see if you can
connect to the internet, in the "Address” field type the
following web address: http://www.nyc.gov or
http: / /www.cnn.com and click on the "Search” button or
just hit the “Enter” key on your keyboard. Successful
completion of this will result in the loading of the desired

page.
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How to identify where you have coverage

All classrooms and other instructional areas designated by the school
technology coordinator have been provided wireless coverage. Offices
and single user rooms generally do not have coverage. Occasionally, the
coverage from nearby rooms will cover an office, however this is rare.
The following section will guide you through how to determine where
you have coverage using your Laptop.

Using your wireless laptop, open the wireless configuration utility.
(The example below uses the Dell True Mobile 1150 client utility.)

Once opened, you should see a screen similar to the image below.

5 Truetobile 1150 Clent Manager el Y
Eile Actions Advanced Help
Q Current configuration profile ([N Code Here)
Statu
Connected to network  : DOETWACOOMOD1+120g
Radio connection : Good
Access Point hame : [D0-DE-B4-97-0F-ED)
Chanmel B
Encryption :0n
Signal
strength
o | Help

Locate the signal strength indicator as pictured above.
i Green signal indicates a good to excellent connection.
iil. Yellow signal indicates a fair connection (Please note
that the wireless LAN is still accessible through a fair
connection).
iiii. Red signal indicates a poor connection.

If your laptop has not been configured, you will need to consult
with your school technology coordinator or the Principal to
determine which areas in your location have wireless access by
reviewing the wireless integration closeout package.

If documentation is not available, please contact the Help Desk for
further assistance at 718-935-5100.
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How do I report a problem for repair ?

To report a problem or to request support, please call the Help Desk
at 718-935-5100, or submit a request through the NYCDOE online
self-support at

The help desk will walk you through some common troubleshooting
steps to determine how to resolve the issue.

In order to report a problem for support, you will be required to provide

information to the help desk staff. To ensure that you are able to
provide the proper information to the Help Desk staff, please understand
that you will need to have access or be in the problem room when
reporting a repair. The information below should be provided to the help
desk staff in order to expedite a resolution to the problem.

i Are there any lights showing on the AP?
- If not, check the cable that runs from the AP down the wall
to a jack. Can you tell if it's unplugged? If so, reconnect it.

ii. Are there any “red” lights on the AP?
- If so, this indicates that the AP is damaged. Inform the Help
Desk and a technician will be dispatched to replace it.

iii. Does your laptop have a wireless adapter?
- If not, you will be unable to connect to the wireless network
without first obtaining and installing a wireless PC card.

iv. Have you configured the wireless adapter with the SSID and
WEP Key?
- For your SSID and WEP go to:
http://hdreports.nycenet.edu /WEP /wep.asp

What to expect for support

Once a support ticket has been opened, you will receive a call back
from a wireless support agent within 24 hours, call volume permitting.
The agent will attempt to diagnose the problem remotely by guiding
you through a series of steps to isolate the problem between the
network or wireless device. If the problem cannot be resolved via
phone, then a field engineer will be dispatched as soon as possible.
The Level 2/3 Project Connect Help Desk is also available to
provide remote assistance with wireless client configuration for up to
two machines.
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III.

Wireless Do’s & Don’ts

Do not install any wireless Access Points in the school
without prior approval or consultation with DIIT. Third
party wireless Access Points that are not installed by
NYCDOE are strictly prohibited and can cause network
performance problems.

Avoid using microwave ovens in proximity of wireless
Access Points. Microwaves disrupt or can dramatically
slow down the wireless network in your school.

Avoid using commercial and domestic cordless phones
running at 2.4 GHz frequencies throughout the school
building. When a 2.4Ghz cordless phone is in use, you
may experience a drop in performance due to the
interference with the wireless network.

The NYCDOE helpdesk will only support NYCDOE installed
wireless Access Points and network devices.

Please report tampering with wireless Access Points, switches in
telecommunication closets or cable connections. Tampering with
these devices or connections can cause network outages for your
school. Tampering will negatively impact the wireless network
and will also impact the support services provided to your school
as well as other schools.

Important Contact Information

The Help Desk can be reached at 718-935-5100

or online
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